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What is Visualization Design?
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Motivating Example

* more devices
e more data
* greater risk




Cyber Security

* analysts work to protect our data

* many challenges exist:
* adapting attacks
* growing amounts of data
* devilisin the details
* missing information
* limited access for designers
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Design Activity Framework for Visualization Design

S. McKenna, D. Mazur, J. Agutter, and M. Meyer, IEEE TVCG, 2014
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Visualization Design: Questions & Goals

* what am | trying to create?

* how do | compare and select these outcomes?
e what actions can | perform?

* where should | go to next?

« what are the steps | should perform?

—> achievable
—> justifiable
—> discoverable
- flexible

— actionable



Design Activity Framework

* data visualization design process model
* guide and support creation of visualization systems

* describe and capture design flexibility

design activity




Design Activity Framework: Components

* visualization artifacts ‘
* maps to design decisions O\f/g

» table of design methods ee

* design timelines — OH =g

e activity worksheets




Design Activity Framework: Projects

* formative and summative projects e e .~
- I
* validated the framework: = v sai|lic
e internally, via a design study == -; i ey

* externally, with students

Thu 16 April 15
00007350 whote workd

i
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* reflected on other research projects:
* technique-driven
* evaluation
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timelines

Related Work: Nine Stage Framework

* process for design
studies

* planningto reflection [ s w5 s asm 5 s e sy x5 v >

phases [Sedlmair, Meyer, Munzner 2012]

* Missing aspects for
visualization design



Related Work: Nested Model pr

decisions

* four levels for design

decisions domain characterization ™

data/task abstraction design ‘ \

y deClSlOﬂS cascade encoding/interaction technique design —\

internally . . J

algorithm design

e rationale & decision Munzner 2010]

making

* supports knowledge
transference



Related Work: Visualization Models

» connect actions we take with decisions we make: justifiable

process models decision models
domain characterization —~
data/task abstraction design v N
encoding/interaction technique design v —~
algorithm design v
[ eam > wimow > cast__pdiscover > design_pimplement deploy _> reledt > it >

[Sedlmair, Meyer, Munzner 2012] [Munzner 2010]
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Related Work: Process Models e

* support a flexible and achievable design process
engineering process creative process

=2

Task
M Prototype

Some

[Tory, Moller 2004] [Kumar 2012]




Related Work: Design Pedagogy

worksheets
* teach design process: both discoverable and actionable
prescriptive choices guided steps
doas Sheet 1 Sheet 2,3,4 | Sheet5
Domain “ca:i‘s \'L } Layout Inf ormatuon -] Layout I_n_f?tr_n_afi_o n -]
ime i ilter ;
e ,‘[ Layut * Operations  Operations
{1, When| :
1 the nd Paired Column : Categotize | |77ttt | T
‘ arrive‘ """"""""""""
‘I I Combine & Refine Focus/Partié N Focus/Panié Detail
Question

[He, Adar 2017] [Roberts, Headleand, Ritsos 2016]



A Design Activity

Four Activities

design activity

motivation

gymy 909"

artifacts

?
| get ther®’

methods

Understand

specifi
are|p

spec

actions or techniques that a designer employs to either
generate or evaluate artifacts




Four Design Activities atifact

motivation:
artifacts:




Example of a Deploy Activity artact

* software analysis of a
visualization system

HEADER

NEGATIVE SPACE

ACTIVITY ACTIVITY
DESCRIPTION OEFioNs




Example of a Understand Activity tfacts

* qualitative coding of cognitive task analysis papers

sub-categ sub-sub-categ evidence author pages notes

"... increasingly sophisticated technical and social attacks from organized

communities attackers criminal operations” D'Amico 19
data external website "information published on hacker websites" D'Amico 29
“incident report, intrusion set, problem set from other organizations,
information about the source and or sponsor of attack" & "incident reports eg. power point, word doc,
data processed report are [often] textual documents" D'Amico 35 video, podcast, ...
data raw packets (data, netflow) "network packet traffic, netflow data or host-based log data” D'Amico 25

“"tutorial on how to get started; not just the user's manual .... certification
design guidelines tutorial process so people can become certified" Erbacher 212

"visualization should have a weight based on the accuracy of info" & "force-

design guidelines  uncertainty visualization directed graphs where trust is the primary spring force" Erbacher 210,212
"Cyber security is essentially a human-on-human adversarial game played
other metaphor out by automated avatars." Fink 46

"During the first stage, a CND analyst acquires data about the monitored
environment, which is typical of the perceptual stage of situation

phases situational awareness | perception awareness." D'Amico 32
responsibilities communication "importance of analyst communication in the data transformation” D'Amico 30
roles managers "most were active analysts; a few were managers" D'Amico 23
roles network analyst "computer network defense (CND) analysts" D'Amico 19

"If a vulnerability scan returned a suspect IP address, he would then have to
go through several different tools in different windows to get information
about the IP, such as the host name, its location in the network or building,
its OS version and update status, its owner, and the owner’s phone
workflows investigate number." Fink 49



 concept sketches & wireframes

Example of a Ideate Activity

artifacts
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Topology for Network Model

Alerts

MESSAGES

ANDREW SMITH « X 920AM

Mauris sit amet ante metus. Cras eu vestibu-
lum mi. Morbi condimentum urna vel nulla
rhoncus tincidunt. Donec tortor dolor,
suscipit et ornare non, mollis quis arcu. Proin
aliquet non ipsum vel fermentum. Nam
turpis lorem, ornare eget erat in, feugiat
luctus massa. Donec e risus enim. Mauris
vestibulum augue id iaculis mollis. Nunc
mollis rhoncus mi, ac lobortis nisl tempus ac.

JILLWHITE « X 9:20 AM

Mauris sit amet ante metus. Cras eu
vestibulum mi. Morbi condimentum urna vel
nulla rhoncus tincidunt. Donec tortor dolor,
suscipit et ornare non, mollis quis arcu. Proin
aliquet non ipsum vel fermentum.

ALLEN BORE « X 9:20 AM

Mauris sit amet ante metus. Cras eu
vestibulum mi. Morbi condimentum urna
vel nulla rhoncus tincidunt. Donec tortor
dolor, suscipit et ornare non, mollis quis
arcu. Proin aliquet non ipsum vel fermen-
tum.

ALLEN BORE « X 9:20 AM

Mauris sit amet ante metus. Cras eu vestibu-
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Example of a Make Activity

* digital mockups

artifacts
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N

decisions

Mapping Design Decisions

3
Q

u

domain characterization

data / task abstraction

encoding / interaction technique

algorithm design

nested model
[Munzner 2010]



Discovering Design Methods N

# method : & a
g ¢ g g

1 A/B testing

2 activity map o o

3 AEIOU framework o o

4 afhinity diagramming =

5 algorithmic performance e o

6 analogical reasoning o

7 appearance modeling ® °

8 artifact analysis °* o

methods

definition

“compare two versions of the same design to see which one pé
statistically better against a predetermined goal” [25]
“structuring activities of stakeholders and showing how the;
to one another.... take a list of activities gathered during r
and see how they are grouped based on their relationships™ [
“organizational framework reminding the researcher to att
document, and code information under a guiding taxonc
Activities, Environments, Interactions, Objects, and Users” [
“process used to externalize and meaningfully cluster obser:
and insights from research, keeping design teams grounded
as they design” [25]

“quantitatively study the performance or quality of visual
algorithms....  common examples include measureme
rendering speed or memory performance” [30]

“cognitive strategy in which previous knowledge is access:
tranSferred o ﬁt the current feqUiremffn[S OFH ﬂUVf.'I Situatiﬂn:
“refined model of a new idea that emphasizes visual styling” |
“systematic examination of the material, aesthetic, and inte
qualities of objects contributes to an understanding of their p.

! | i‘i"\.c""‘ﬂl ﬂﬂf‘] f‘lllfll"ﬂl f‘ﬂ‘l‘lfﬂv"l‘” rj :;.-I



Design Process Timelines

* built to capture design flow

* flexible; support messiness

 two basic movement principles

1. forward movementis ordered

2.

activities can be nested or conducted in parallel

u

m

u

m

—

=[]

timelines




[ O]

Design Process Timelines

* redesign project

e Shotviewer
[Kerzner et al. 2015]

timelines

v

e Variant View -
i

[Ferstay, Nielsen, Munzner 2013] . E




Design Activity Framework Summary

* design activities with visualization artifacts '

O
* map to nested model decisions C{ l /Q
O
[ )
* design methods for each activity RO
Qe

* plan and communicate with timelines — OHeo




Conducting a Design Study

alidate the framewor El ol L e
* validate thef WOrk amch o | 2 E ! HmB
n».,! .- .!.. h mm, e . man =

e track visualization artifacts

* employ new design methods

..........

F——t—+—1—+

- - -

* can this lead to success?

| = Alerts

BubbleNet: A Cyber Security Dashboard for Visualizing Patterns
S. McKenna, D. Staheli, C. Fulcher, and M. Meyer, CGF, 2016



Data and Task Abstraction artifacts

* network record:
* metadata associated with the communication between two computers

 pattern:
* collection of network records that represent recurring or abnormal behavior

e tasks: discover & present
* dashboards show overview
* aggregation & deviation



— O HLEa—

timelines

Dashboard Design Process

* framework guided us across multiple discourse channels wooc, seecham, bykes 2014]

qualita tive

software
company

usabi/,'g,stUd

research
organization

university
info. security

operational
organization

2013 2015

¢ uiuimu im md d



Personas Method

* identified potential users
e flow of information & decisions

* focused the final design:
* analysts and managers

Unlocking User-Centered Design Methods for
Building Cyber Security Visualizations

S. McKenna, D. Staheli, and M. Meyer, VizSec, 2015

® CEO (decision-making)

Goals

Knowledge

Cyber SA

Key Questions

Coordinate personnel and operations

S—— Y YT T
wenion @OO00

+ How can we maintain ongoing operations?
* What could happen if a critical sy

e @O000
Temporal Window 4—.—»

isi d?

+ What are the most critical systems at risk of attack?
* What cyber resources will be needed in the future?

HIWN|F=

Decisions .

@ Director of IT (decision-making)

Goals

Knowledge

Cyber SA

Key Questions

Maintain cyber situational awareness

operations @@ @OO
atention  @@OOO

« Does this attack matter?

* How serious is the attack?

+ What do | do about the attack?
+ Are there any negative effects?

cwer @@@OO
Temporal Window 4—_>

+ What did the bad guys do/take?
«Is it a good day on the network?

« How is my network different
« from last week?

L 2

® NOC Manager (information-synthesis)

Goals

Knowledge

Cyber SA

Key Questions

Communicate impact on operations

operations @OQOOO
atention @@ @OO

+ Does this attack matter?

* How serious is the attack?

* What do | do about the attack?
+ Are there any negative effects?

e @OOOO
Temporal Window <———>

+ How successful was the attack?
+ What did the bad guys do?
+ What did the bad guys take?

&

Information

@ Cyber Analyst (information-gathering)

Goals

Knowledge

Cyber SA

Key Questions

Identify anomalous network behavior

opersers @OOOO
— T T e

+ What does my network look like? * How was my network attacked?
* Who is attacking my network?
* Does this attack matter?

* What did the bad guys do?

* What happened on the network
« last night? What’s different?
« Is something bad happening?

o QOOOO

Temporal Window *




Data Sketches

e data-driven sketches,

test our abstractions
Lloyd & Dykes 2011

* feedback from analyst

* location-based map
encoding

directed network of src-dest IP addresses
interal = red, external » green
1,000,000 flows - 100,000 1P's - 400,000 edges

2 I

directed netwark of src-dest [P addresses
same as before, but new Layout
200med-in, selecting a group of nodes.

9 I
circle for each /24
note the log scales

10 ¢

three bar charts

HIWN|F=

i - # bytes, unique 1P,
i and unique ports
circles can beselected " ' cachbarEs /S
— - bars breakinto /24
useful as a legend —
s i - colored by # protocols
- i - note the log scales
3 I 11 11 12
seatterplot g O multple
network of 1 est points = /24— g scatterplots
( oto) unique P’s ~ 8
vs ¥ bytes 4
arangdoncice : o 4
bundied by I? groups. sized & colored by ) =
uniqueperts)
would get messy -
fast with real data. note log seales -
13 -  unique 111 14 111
unique 1P's  hogt ports
oo T unique (not your data) #
4 n 5 i it remotel
yerdca) ports 30 graph examples
platting [P addresses as points on a map plotting IP address source & destination as fines on 8 map canfie3s
sized by # packets, colored by ¥ bytes centered on Utah; over-plotted for entire dataset. Y 1 con

can select lines
as seen below

note strange scale

humans are bad with 1D
thus usually avoided

15

16

oot your data)

boxes, broken circles representing
#bytes ] each
= 7 I from /8into /24 caalid
1P address, colored & sized by
1P address, aggregated by country unique 1P’
aggregated by country p- =
{excluding US & Canada, Sfornd Kivoud can separate| 3 g
since too large) totemalvs. .
nique unique,_ external IP's
colored by ¥ bytes L B i’ ol o puba 2
and alsa unique 1P’ 5 g'f’r- % n,'g-a &
bl oW -
ik - L s -
i - -
) & -~
8 17 aggregated by both region & country (nat. 1l
P h regi your data)
can correspond approximately to locations on a map 17 v 18 v
colored &sized by choice (activity level, most recent) i arbinstion

{notyour data)

g talling down,

19 v

interaction
(notyour dato)

selecting a range of time to visualize
updates other views accordingly.

20

aggregation
(notyour data)

summarizing regions of time
similar to eartier ideas (aggregated into 5 mins)




BubbleNet Dashboard e

® O ® / [oubble-netdashboard x|\

€ 2 C | hipy/iocalhost:80880 )

Time: Mon 13 April '15

AR | -]
e temporal views B TR
e attribute bullet charts ‘

e record details

e location view
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$ 883 382 3 3 3

Bl B =EG
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e selection overview

BB EEEESEEEEBER
$ $ 838323388838

fEEEEnm

iE Alerts quantity name
Medium Attempted Information Leak

I"E
‘

108 ET SCAN Sipvicious Scan Medium Attempted information Leak

3 ETPOUCY Suspicious inbound to MSSQL port 1433 Medium Potentially Bad Traffic




BubbleNet Dashboard Interactions arifacts




Dashboard Evaluation

* usability scores with five analysts, four managers (oo 2011]

* “I could write a splunk query to do this, but this is easier”

100

80 80
72.5

68 I

42.5

Score

Al A2 A3 A4

85

A5

90

M1

80

M2 M3

77.5

M4

Analysts

Managers




Design Study Summary

* successful design study
* evaluation with users
* tool deployments

* guided by the framework

* captured a rich description o
the design process
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Evaluating with Worksheets

* external validation of the framework
* increase actionability with concrete steps
» worked with students on class projects

e can novices follow the framework?

Design Activity Framework

0ap1

example artifacts

worksheets

Worksheets for Guiding Novices Through the Visualization Design Process
S. McKenna, A. Lex, and M. Meyer, (to be submitted to Pedagogy of Data Vis.

Workshop), 2017



Design Activity Worksheets

Understand
@000

goal: g

artifacts: dg

1) identify the challenge & users

think big! what is the problem? who is affected by it?
what is kr n/unknown? orient yourselfwith all of the
project’s who, what, why, when, & how

ESLYENET S

=7

3) check with users or explore data

users: what did you find out? what sparked cur ?

data: charocterize aspects of the data. what is it like?

! ! getthereal data and talk to real users if possible! =|

5) compare and rank design requirement

choosea hod for comparison: pros/cons table, rank based of
on listed justifications, or pick top 3 to keep and why. explain any

2]onjpAS

1 1 Is this the right challenge to tackle? Is there enough detail? ol
or not enough requirements? complete this worksheet again to re

Ideate
0 0@

goal: g
s

artifacts: id

ESTYETIEY

230N)pAS

1) select a design requirement

how might we address the challenge using the
requirement? which questions would a user ask? revisit
this worksheet for each important design requirement.

11 revisit this worksheet for all important
design requirements for your project =]

3) sketch another idea

try another sketch, think of a new perspective, be
different, do not build off of your previous sketch.

v

5) compare and relate your ideas

|
foreach sketch, break apart what works well (+) ond what doed
parts. can you combine ideas? review the table with o partner o

sketch #1 sketch #

11 combining ideas and sketches s not easy. sometimes it may}
open up new possibilities and ideas - guess what, ideate agoin!

goal: cd
a

artifacts: pr|

apiouab

a3o0n)pAd

1) set an achievable goal

what should the prototype achieve? what are the specific
criteria for success? break a lorger goal into parts with
clearer feature sets.

1 1 breok a goal opart into multiple and
create aworksheet for each sub-goal =]

3) plan support for interactions

what can the user do? what Is required given the chosen
encodings? justify your design de:

5) build the prototype and check-in

are your goals met by the prototype? test with users if possible. 4
revisited? were any new constraints or limitations discovered? wi
review this progress and the prototype with o partner or your grol

11 did the prototype meet its goal/s? measure its success. makd
addressed the design requirement. does the prototype try to do ti

worksheets

Deploy
O00®

H___

goal: bring a prototype into effective action in order to
support real world users' work & goals

artifacts: visualization system

apiouab

230N)pAS

1) pinpoint a target audience 2) fix usability concerns

who are you deploying to ot are their goals? what
qualify this deployment as a success?

can the tool be easier to use? what elements &
Interactions can be tweaked to avoid frustration?

11 does this audlence match your users back on

1 1 is this a new kind of interaction? should

16

the Understond sheet? If not, revisit previous sheets! 3= you ideate on the Idea here insteod =
3) improve points of integration 4) refine the aesthetics
integrate data/tools. maximize algarithmic orage s the use o r and typogr hat about

efficiency. how does this fit in a user's workflow? the layout or use of whitespace? moke it ook pleasing:

take a look ot the pro

of this system

ided supplement of possibl
an evalu

methods. ho
tion plan here. talk through t

would you test yo wid be a successful

s plan with a pe

ou hove time: test with one or more users, summarize your findings, Insights, and recommendations below

11 did any of the usability, integration, or aesthetic changes result in

new ideas or requirements? revisit earlier worksheets as needed!




Worksheet Evaluation

worksheets

* lecture on visualization design

* mentored group projects with 13 students
* weekly progress meetings
e answered questions

4 \ L] ( D " f D

Ideate i o | Make s e Deploy

0800 e (080 it T 000
1) identify 1) select 1) set layouts 1) pinpoint & target sudience 2) fix usability concerns

=/ - o B :
3) check with users or explore data 4 i 3) plan support for interactions 4) sketching additional views
7 L 2 | s/ 7
5) compare and rank design requirements . 5) compare and relate your ideas 5) build the prototy pe and check-in 5) consider & method (0 evaluate your system
L |y =S




Evaluation Results

worksheets

* design worksheets helped students learn

* most helpful: understand and ideate
* both “helped to get the project off the ground”
* “critique of one’s own design was most helpful”

* focused student projects & provided a “snapshot in time”

* steps: “it’s like a checklist to make sure everythingis covered”



Application to Other Research

* beyond problem-driven work, research in:
* technigue development
* evaluation methods

» what role does design play?

e does the framework lead to ruminations?



s-CorrPlot Technique

* encoding correlation in a scatterplot

-0.8
-0.8 -04 00 04 0.8

/—-\

AT

SNl | L

s-CorrPlot: An Interactive Scatterplot for Exploring Correlation
S. McKenna, M. Meyer, C. Gregg, and S. Gerber, JCGS, 2016




s-CorrPlot Interactions




Designing for Techniques

* “incomplete problem”: tool needed more data

* identified new pitfalls for design studies
e feam miscommunication
e prioritized novel idea
* deployed too early

* similar process, except algorithmic decisions



Visual Data-Driven Stories

scroller

A Visual
Introduction to
Machine Leaming

In machine leaming, computers apply
statistical learning technigues fo
automatically identify patterns in data, These
techniques can be used to make highly
accurate predictions.

Using a data set about homes, we will create a
machine leaming model to distinguish homes in
New York from homes in San Francisco.,
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Visual Narrative Flow: Exploring Factors Shaping Data Visualization Story Reading Experiences

S. McKenna, N. Henry Riche, B. Lee, J. Boyd, and M. Meyer, CGF, 2017




Results of Crowdsourced Evaluation

total preferences
* 240 participants, Amazon MTurk o
 compared two conditions each
* survey on engagement * I
text: ‘ ’ text visual stepper scroller none
visual - B
stepper - &
scroller - &

| | | | | | | | | | | 1 I
2.8 2.9 3.0 3.1 3.2 3.3 34 3.5 3.6 3.7 3.8 3.9 4.0

Model of the Average Engagement Score
(14 questions, scored 1 to 5)



Designing tor Evaluation

* hypotheses & story “prototypes” as artifacts
* pilots and exploratory studies employed
* vital to record details of experimental design

e guidelines established lack generalizability



Discussion

 design models may change and grow with new:
* activities
* methods
e artifacts
* decisions

* continue to evaluate the worksheets in the classroom and beyond
* apply model to other types of research

* consider the role of software engineering, e.g., agile



U nderstand deate

e design activity framework provides: ‘
e visualization artifacts
* mapping to decisions O\{ P
O

e table of methods

Conclusion

* timelines . %ee

» worksheets PR
* validated with a design study -
* evaluated worksheets with students = =
* reflected on other types of research —
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Design Method: Paper Prototyping
Ll

“create a paper-based
simulation of an interface to test
interaction with a user”

Maguire, “Methods to support human-centred design” 2001

Lloyd & J. Dykes, “Human-centered approaches in geovisualization design” 2011



Design Method: Love Letter

Deartsh Netflix m
m Lart
® O Ched oy

“personal letter written to a R (vt bren cheaks \5\ w e ¢
product... [to reveal] profound aon (e Video. o g e,
insights about what people value
and expect”

Martin & Hanington, Universal Methods of Design: 100 Ways to Research, 2012

|u|i




Design Timeline

final deadline

May Jun Jul Aug Sep Oct Nov

U
plan literature identify key analysts wireframes interface A/B testing +
review opportunities interview mockups questionnaire
artifact open concept developer time series developer

analysis coding sketches interview ideation prototype



Design Timeline #2

Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov

tool st data 2nd prototype 3rd data
analysis prototype + lit review prototype
interviews participatory iterative consolidation
design interviews

1st release 2nd release 3rd release



BubbleNet Sketches
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BubbleNet Weighted Matrix

A B C D E F G H I J K L M N (0] P a R S T U \ W

1 idea " automate vis-pract comm.  intuitive novelty user mission A data aggreg.‘ respons.‘ updates‘ collab.” details proven. d-classes score

2  priority 3 3 5 5 0 3 5 1 1 5 1 0 3 0 3

3 |mission-A 0 1 2 1 1 0 2 0 0 1 2 0 1 1 1 41 26 -->mission: include or combine A & B
Zl mission-B 0 1 2 1 1 1 2 0 1 0 2 0 1 1 1 40 26

5 mission-C 1 1 1 1 2 0 2 0 1 1 1 1 1 0 1 39 25

6 |report-A (spec) 0 2 0 1 0 o0 1 2 1 2 0 0 2 0 1 38 25

7 report-B 2 1 1 2 1 0 1 1 2 1 2 1 1 1 1 45 30 -->report-B

8 |report-C 2 1 1 2 0 0 0 0 1 1 2 0 1 0 1 38 25

9 report-D 1 1 0 0 2 1 1 1 0 0 0 0 1 1 1 21 14

10 map-A 2 1 1 2 0 0 1 0 1 1 2 1 1 0 1 43 28 -->map: combine together A& B

11 map-B 1 1 1 2 1 0 1 1 2 1 2 1 2 0 1 45 30

12 |mg-A 2 0 1 1 0 0 2 0 1 1 2 1 1 0 1 40 26 -->mg-A

13 mg-B 1 1 1 1 1 0 2 1 0 0 0 1 1 0 1 33 21

14 /mg-C 2 1 1 1 2 0 2 0 1 0 1 1 1 0 1 37 24

15 |st-A 2 1 1 0 1 0 1 1 1 1 0 0 1 0 1 32 21

16 st-B 2 1 2 1 2 0 1 1 1 1 0 1 1 0 1 42 27 —->st-B

17 |rm-A 1 1 1 1 2 0 2 1 1 1 0 1 1 0 1 39 25

18 f-i 1 2 2 2 1 0 1 0 1 2 2 0 0 0 0 a7 30 --> prioritize f-i & f-iii

19 f-ii 0 1 1 1 2 0 2 1 1 1 0 1 0 1 1 33 21

20 f-iii 1 2 2 2 0 0 1 2 2 1 1 0 0 1 1 47 31

21 |f-iv 0 1 0 1 1 0 2 1 1 1 1 1 0 0 1 29 19



BubbleNet Mockup

Cyber Dashboard
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d ¢ Victims Only 7 different views
A Search N b.dtlerml data sources that could

6 filter for view

used to aggregate in this vew
S——

a way to filter whether looknlal could only allow one at a trme, or
st attackers wctims, or bot R could change encoding types or

place around the rectangles diff

may not need/want though
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BubbleNet Dataset

DATA SOURCE |
external traffic from
. _ around the globe }
Geolocation MaxMind database (IPs)1

Reports IT security analyst A/detailed inf(.)rn.ﬂation on
two recent incidents

—
\L millions of alerts }

Alerts external network — IDS system-




BubbleNet Prototype
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BubbleNet Prototype #?2
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BubbleNet Patterns
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Visual Narrative Flow: Design Space

—_— e——

navigation in xEe] <] m vel of contr N,
avigation input | level of control Adey. Mo .%_
button scroll slider - | — ]
over: text VIS transitions

—_ . —

_— )
—~ : and how:
navigation progress 4| 12| |2 | ® O O :1\3\0. L /L ;/l__
text dots vis e discrete continuous hybrid
ﬁ \j_ h — o —— =
story layout = g role of visualization | —ln. | | =— i K=
document slideshow hybl’ld equa[ ﬁgure annotated
| <> o — iy
story progression e—o—wo s s navigation feedback ———— L sdow

linear linear skip tree/graph text Vis widget



Visual Narrative Flow: Corpus

navigation input level of control [navigation progresgstory layout |role of visualization|story progression [navigation feedback
scroll button slider | text vis anim |text dots vis other|doc slide cols|equal figure annot. |linear skip other|text vis widget order
1 A Visual Introduction to Machine Learning 0 C C C 0 0 2 ] 0 0 sync
2 Scientific Proof that Americans are Completel]y [ C © D 0 2 0 0 0 sync
3 Fewer Helmets, More Deaths 0 0 C C D 0 0 0 2 0 0 ] 0 vis
4 A 3-D View of a Chart That Predicts The Econ O D D D O 0 1 0 O 0 sync
5 A Visual Analysis of Battle at the Berrics 0 C C D 0 1 0 0 0 sync
6 Budget Forecasts, Compared With Reality 0 0 D D D 0 0 0 1 0 0 0 sync
7 Human Development Trends, 2005 0 D D D 0 0 1 0 0 0 hyb
8 Diary of a Food Tracker 0 0 H H H 0 0 0 1 0 0 0 vis
9 How Americans Die 0 D D D O 0 1 0 0 0 text
10 Visualizing MBTA Data: An Interactive Explorg [ Cc C © I 1 0 0 0 vis
11 The World According to China 0 C C D a 1 0 a 0 swap
12 How the U.S. and OPEC Drive Oil Prices 0 C H D 0 0 0 1 0 0 0 0 sync
13 Scaling Mt. Everest: A Scroll Up the Icy Path 0 0 C C C 0 0 3 0 0 0 0 sync
14 Snow Fall: The Descent Begins 0 C © D 0 a 2 0 a 0 sync
15 The Story of Jess & Russ 0 C C C a 1 0 a 0 sync
16 2014 Was the Hottest Year on Record 0 C © D 0 0 1 0 0 0 sync
17 The World's Ball 0 a C C D a 1 0 a 0 swap
18 The Russia Left Behind 0 0 Cc C C 0 0 2 0 0 0 0 sync
19 The Water We Eat 0 C H C 0 0 0 1-2 0 ] ] 0 0 0 sync
20 Ski Jumping 0 0 C H C 0 0 0 1 0 0 0 0 swap
21 The Dawn Wall: El Capitan’s Most Unwelcomi O C C C 0 a 2 0 0 a 0 0 sync
22 Russia’s Endgame in Ukraine 0 C © - a 1 0 0 a 0 0 swap
23 At Top Colleges, an Admissions Gap for Mino 0 D D D 0 0 1 0 0 0 text
24 Greenland Is Melting Away 0 C © C 0 0 2 0 O 0 0 sync
25 How Different Groups Spend Their Day 0 D D D 0 0 1 0 graph 0 sync
26 Deconstructing the Past: A New Look at Histo] [ a D D D block 0 1 0 a 0 0 sync
27 Dollar-a-Day Schools 0 0 D D D image 0 1 0 0 0 0 sync
28 ChonTainer 0 H C - 0 0 1 0 0 0 0 0 svne




Visual Narrative Flow: Conditions

An reoducton 1o Machine
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Visual Narrative Flow: Preferences

order of conditions preferences by condition pairs
text visual stepper scroller
1 2
2 1
1 2
2 1
1 2
2 1
1 2
2 1
1 2
2 1
1 2
2 1




