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What is Visualization Design?

Åprocess to create 
data visualizations

Åwork with users to 
identify their 
problems and 
needs

Åideas evolve and 
systems are built



Motivating Example

Åmore devices

Åmore data

Ågreater risk



Cyber Security

Åanalysts work to protect our data

Åmany challenges exist:
Åadapting attacks

Ågrowing amounts of data

Ådevil is in the details

Åmissing information

Ålimited access for designers
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Design Activity Framework for Visualization Design
S. McKenna, D. Mazur, J. Agutter, and M. Meyer, IEEE TVCG, 2014



Åwhat am I trying to create?

Åhow do I compare and select these outcomes?

Åwhat actions can I perform?

Åwhere should I go to next?

Åwhat are the steps I should perform?

Ą achievable

Ą justifiable

Ą discoverable

Ą flexible

Ą actionable

& GoalsVisualization Design: Questions



Design Activity Framework

Ådata visualization design process model

Åguide and support creation of visualization systems

Ådescribe and capture design flexibility

understand ideate

make deploy



Design Activity Framework: Components

Åvisualization artifacts

Åmaps to design decisions

Åtable of design methods

Ådesign timelines

Åactivity worksheets

1
2
3
4



Design Activity Framework: Projects

Åformative and summative projects

Åvalidated the framework:
Åinternally, via a design study

Åexternally, with students

Åreflected on other research projects:
Åtechnique-driven

Åevaluation



[Sedlmair, Meyer, Munzner2012]

Related Work: Nine Stage Framework

Åprocess for design 
studies

Åplanning to reflection 
phases

Åmissing aspects for 
visualization design

timelines



Related Work: Nested Model

Åfour levels for design 
decisions

Ådecisions cascade 
internally

Årationale & decision 
making

Åsupports knowledge 
transference

domain characterization 

data/task abstraction design

encoding/interaction technique design

algorithm design

[Munzner2010]

decisions



Related Work: Visualization Models

Åconnect actions we takewith decisions we make: justifiable

[Sedlmair, Meyer, Munzner2012]

processmodels

domain characterization 

data/task abstraction design

encoding/interaction technique design

algorithm design

[Munzner 2010]

decisionmodels



Related Work: Process Models

Åsupport a flexible and achievabledesign process

[Tory, Möller2004]

engineering process

[Kumar2012]

creative process

timelines



Related Work: Design Pedagogy

Åteach design process: both discoverableand actionable

[He, Adar 2017]

prescriptive choices

[Roberts, Headleand, Ritsos2016]

guided steps

worksheets



A Design Activity

specific purposebehind the methods and actions that 
are performed within that activity

specific, unique resultsof an activity, characterized by 
which level or levels of the nested model they address

actions or techniquesthat a designer employs to either
generate or evaluate artifacts

Four Activities

understand ideate

make deploy



Four Design Activities

understand ideate

make deploy

sets of design requirements sets of ideas

sets of prototypes visualization system

artifacts:

motivation:finding the needs of the user generate good ideas to support needs

concretize ideas, make them tangible bring a prototype into effective action

artifacts



Example of a Deploy Activity

Åsoftware analysis of a 
visualization system

artifacts



Example of a Understand Activity

Åqualitative coding of cognitive task analysis papers
category sub-category sub-sub-category evidence author pages notes

communities attackers
"... increasingly sophisticated technical and social attacks from organized
criminal operations" D'Amico 19

data external website "information published on hacker websites" D'Amico 29

data processed report

"incident report, intrusion set, problem set from other organizations,
information about the source and or sponsor of attack" & "incident reports
are [often] textual documents" D'Amico 35

eg. power point, word doc,
video, podcast, ...

data raw packets (data, netflow) "network packet traffic, netflow data or host-based log data" D'Amico 25

design guidelines tutorial
"tutorial on how to get started; not just the user's manual .... certification
process so people can become certified" Erbacher 212

design guidelines uncertainty visualization
"visualization should have a weight based on the accuracy of info" & "force-
directed graphs where trust is the primary spring force" Erbacher 210,212

other metaphor
"Cyber security is essentially a human-on-human adversarial game played 
out by automated avatars." Fink 46

phases situational awareness perception

"During the first stage, a CND analyst acquires data about the monitored
environment, which is typical of the perceptual stage of situation
awareness." D'Amico 32

responsibilities communication "importance of analyst communication in the data transformation" D'Amico 30

roles managers "most were active analysts; a few were managers" D'Amico 23

roles network analyst "computer network defense (CND) analysts" D'Amico 19

workflows investigate

"If a vulnerability scan returned a suspect IP address, he would then have to
go through several different tools in different windows to get information
about the IP, such as the host name, its location in the network or building,
its OS version and update status, its owner, and the ownerôs phone
number." Fink 49

artifacts



Example of a Ideate Activity

Åconcept sketches & wireframes

artifacts



Example of a Make Activity

Ådigital mockups

artifacts



Mapping Design Decisions

[Munzner2010]
nested model

decisions



divergent: create
e.g. brainstorming

convergent: filter
e.g. feedback, user studies

generative evaluative

Discovering Design Methods
1
2
3
4

methods



Design Process Timelines

Åbuilt to capture design flow

Åflexible; support messiness

Åtwo basic movement principles
1. forward movement is ordered

2. activities can be nestedor conducted in parallel

u i m d

u i

u

i

mm i

timelines



Design Process Timelines

Åredesign project

ÅShotviewer

ÅVariant View

[Kerzneret al. 2015]

[Ferstay, Nielsen, Munzner2013]

timelines



Design Activity Framework Summary

Ådesign activities with visualization artifacts

Åmap to nested model decisions

Ådesign methods for each activity

Åplan and communicate with timelines
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Conducting a Design Study

Åvalidate the framework

Åtrack visualization artifacts

Åemploy new design methods

Åcan this lead to success?

BubbleNet: A Cyber Security Dashboard for Visualizing Patterns 
S. McKenna, D. Staheli, C. Fulcher, and M. Meyer, CGF, 2016



Data and Task Abstraction

Ånetwork record:
Åmetadata associated with the communication between two computers

Åpattern :
Åcollection of network records that represent recurring or abnormal behavior

Åtasks: discover& present
Ådashboards show overview

Åaggregation & deviation

artifacts



Dashboard Design Process

Åframework guided us across multiple discourse channels

u u   i u   i u   im m m  d  d

[Wood, Beecham, Dykes 2014]

timelines



Personas Method

Åidentified potential users

Åflow of information & decisions

Åfocused the final design:
Åanalysts and managers

Unlocking User-Centered Design Methods for 
Building Cyber Security Visualizations
S. McKenna, D. Staheli, and M. Meyer, VizSec, 2015

1
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3
4

methods



Data Sketches

Ådata-driven sketches, 
test our abstractions

Åfeedback from analyst

Ålocation-based map 
encoding

[Lloyd & Dykes 2011]
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methods



BubbleNet Dashboard

Ålocation view

Åtemporal views

Åattribute bullet charts

Årecord details

Åselection overview

artifacts



BubbleNet Dashboard Interactions artifacts



Dashboard Evaluation

Åusability scores with five analysts, four managers
ÅɈ) =IOF> QLCN? ; splunkquery to do this, but this is easierɉ

[Sauro2011]

1
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3
4

methods



Design Study Summary

Åsuccessful design study
Åevaluation with users

Åtool deployments

Åguided by the framework

Åcaptured a rich description of 
the design process



Evaluating with Worksheets

Åexternal validation of the framework

Åincrease actionabilitywith concrete steps

Åworked with students on class projects

Åcan novices follow the framework?

Worksheets for Guiding Novices Through the Visualization Design Process
S. McKenna, A. Lex, and M. Meyer, (to be submitted to Pedagogy of Data Vis. Workshop), 2017

worksheets



Design Activity Worksheets
worksheets



Worksheet Evaluation

Ålecture on visualization design

Åmentored group projects with 13 students
Åweekly progress meetings

Åanswered questions

worksheets



Evaluation Results

Ådesign worksheets helped students learn

Åmost helpful: understandand ideate
Å<INB ɈB?FJ?> NI A?N NB? JLID?=N I@@ NB? ALIOH>ɉ

ÅɈ=LCNCKO? I@ IH?ɇM IQH >?MCAH Q;M GIMN B?FJ@OFɉ

Å@I=OM?> MNO>?HN JLID?=NM Ȓ JLIPC>?> ; ɈMH;JMBIN CH NCG?ɉ

Åsteps: ɈCNɇM FCE? ; =B?=EFCMN NI G;E? MOL? ?P?LSNBCHA CM =IP?L?>ɉ

worksheets



Application to Other Research

Åbeyond problem-driven work, research in:
Åtechnique development

Åevaluation methods

Åwhat role does design play?

Ådoes the framework lead to ruminations?



s- CorrPlot Technique

Åencoding correlation in a scatterplot

s-CorrPlot: An Interactive Scatterplot for Exploring Correlation
S. McKenna, M. Meyer, C. Gregg, and S. Gerber, JCGS, 2016



s- CorrPlot Interactions



Designing for Techniques

ÅɈCH=IGJF?N? JLI<F?GɉȽ NIIF H??>?> GIL? >;N;

Åidentified new pitfalls for design studies
Åteam miscommunication

Åprioritized novel idea

Ådeployed too early

Åsimilar process, except algorithmic decisions



Visual Data- Driven Stories
stepper scroller

Visual Narrative Flow: Exploring Factors Shaping Data Visualization Story Reading Experiences
S. McKenna, N. Henry Riche, B. Lee, J. Boyd, and M. Meyer, CGF, 2017



Results of Crowdsourced Evaluation

Å240 participants, Amazon MTurk
Åcompared two conditions each

Åsurvey on engagement



Designing for Evaluation

ÅBSJINB?M?M Ȓ MNILS ɈJLININSJ?Mɉ ;M ;LNC@;=NM

Åpilots and exploratory studies employed

Åvital to record details of experimental design

Åguidelines established lack generalizability



Discussion

Ådesign models may change and grow with new:
Åactivities
Åmethods
Åartifacts
Ådecisions

Åcontinue to evaluate the worksheets in the classroom and beyond

Åapply model to other types of research

Åconsider the role of software engineering, e.g., agile



Conclusion

Ådesign activity framework provides:
Åvisualization artifacts
Åmapping to decisions
Åtable of methods
Åtimelines
Åworksheets

Åvalidated with a design study

Åevaluated worksheets with students

Åreflected on other types of research 

1
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4
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Thank You!

http://mckennapsean.com/projects/design-activity-framework/

http://design-worksheets.github.io/
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ɗ Body Level

Ɉ=reate a paper-based 
simulati on of an interface to test 
interaction with a userɉ

u i m d

g e

Maguire, ɈMethods to support human-centred designɉ 2001

Lloyd & J. Dykes, ɈHuman-centered approaches in geovisualization designɉ 2011

Design Method: Paper Prototyping



Design Method: Love Letter



Design Timeline



Design Timeline #2



BubbleNet Sketches



BubbleNet Weighted Matrix


