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Coordinatehpersonnelhandhoperations

•h Howhcanhwehmaintainhongoinghoperations?

•h Whathcouldhhappenhifhahcriticalhsystemhishimpacted?

•h Whatharehthehmosthcriticalhsystemshathriskhofhattack?

•h Whathcyberhresourceshwillhbehneededhinhthehfuture?

DirectorhofhIThMdecisionEmakingv

Maintainhcyberhsituationalhawareness

Communicatehimpacthonhoperations

•hDoeshthishattackhmatter?
•hHowhserioushishthehattack?
•hWhathdohIhdohabouththehattack?
•hArehtherehanyhnegativeheffects?

•hWhathdidhthehbadhguyshdo/take?
•hIshithahgoodhdayhonhthehnetwork?
•hHowhishmyhnetworkhdifferent
•hfromhlasthweek?

NOChManagerhMinformationEsynthesisv

CyberhAnalysthMinformationEgatheringv

Identifyhanomaloushnetworkhbehavior

•hDoeshthishattackhmatter?
•hHowhserioushishthehattack?
•hWhathdohIhdohabouththehattack?
•hArehtherehanyhnegativeheffects?

•hHowhsuccessfulhwashthehattack?
•hWhathdidhthehbadhguyshdo?
•hWhathdidhthehbadhguyshtake?

•hWhathdoeshmyhnetworkhlookhlike?
•hWhathhappenedhonhthehnetwork
•hlasthnight?hWhat’shdifferent?
•hIshsomethinghbadhhappening?

•hHowhwashmyhnetworkhattacked?
•hWhohishattackinghmyhnetwork?
•hDoeshthishattackhmatter?
•hWhathdidhthehbadhguyshdo?

Information

Decisions

CEOhMdecisionEmakingv


